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On August 27, 2021, the Office of Management and Budget 
released guidance regarding event log management. This 
renewed focus on logging comes after devastating attacks 
on industry and infrastructure, like SolarWinds and Microsoft 
Exchange. In the case of SolarWinds, threat actors were 
present on the network months before their initial attack — 
and logs provided evidence of this.

To minimize the chances of another SolarWinds-style 
attack, Executive Order 14028 on Improving the Nation’s 
Cybersecurity and the OMB’s memorandum on logging 
set strict guidelines for the future, requiring agencies to 
maintain logs for a minimum of 12 months active storage 
and 18 months cold storage. The caveat? Agencies are 
seeing data demands increase exponentially while their hot 
storage capabilities remain stagnant. 

“Customers have left a lot of data on the floor,” says Dan 
Wilbricht, general manager of public sector at Devo. 
Wilbricht joined Devo, a cloud-native logging and security 
analytics firm, in 2021. However, his passion for security runs 
deep, as he has more than 10 years of experience leading 
federal IT departments. 

As a strong cybersecurity posture quickly becomes the 
new standard, some organizations, like the U.S. Air Force, 
are already teaming up with Devo to get a head start on 
threat actors.

Timber! The Fall of Legacy SIEM

With retention periods and data demands increasing, 
traditional security information and event management 
(SIEM) solutions are at their breaking point. Security 
operations teams must now compromise on which logs to 
bring in, as these systems can only hold 90 days of hot data 
from limited sources. 

That initial exploitation or hack or bad 
click happened five to eight months ago. 
The Orion Software from SolarWinds was 
exploited for many months before it was 
realized and that’s the issue, when you 
start losing data that didn’t fall within that 
90-days of hot data.

- Dan Wilbricht, general manager of public

sector at Devo
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“You can’t just make a decision on your top 10 sources and 
call it good enough,” Wilbricht says. “You have to be able to 
ingest everything.” 

Enter next-generation SIEM, a cloud-native solution that 
scales dynamically to meet the demands of the security 
operations center (SOC). Within seconds, the platform can 
pull logs from all of your data sources, creating a single 
source of truth. The advantages of a single-source solution 
are numerous, but most importantly, this approach can 
help analysts act quickly and decisively in response to 
potential threats.

To build a safer tomorrow, agency leadership must 
empower their SOC to pull in and act upon all of their logs. 
And with newer, single-pane solutions, employees can 
instantly adhere to playbook operations — creating a 
centralized access point that is crucial for agencies looking 
to achieve EL3 compliance. 

https://www.whitehouse.gov/wp-content/uploads/2021/08/M-21-31-Improving-the-Federal-Governments-Investigative-and-Remediation-Capabilities-Related-to-Cybersecurity-Incidents.pdf?subject=
https://www.npr.org/2021/04/16/985439655/a-worst-nightmare-cyberattack-the-untold-story-of-the-solarwinds-hack?subject=
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/?subject=
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/?subject=
https://www.devo.com/newsarticle/devo-awarded-9-5m-u-s-air-force-contract-for-next-generation-siem-technology/?subject=
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Devo is the only cloud-native logging and security analytics 
platform that releases the full potential of your data to empower 
bold, confident action. With unrivaled scale to collect all of your data 
without compromise, speed to give you immediate access and 
answers, and clarity to focus on the signals that matter most, Devo is 
your ally in protecting your organization today and tomorrow. Devo is 
headquartered in Cambridge, Mass. Learn more at www.devo.com.
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“We can do whatever the remediation process is in that 
playbook, whatever that action that needs to be taken to 
prevent the actual exploitation,” says Wilbricht. 

The Rise of Next-Generation SIEM
By adopting next-gen tools, organizations can easily pull 
information from network and system logs. According to 
Wilbricht, however, some organizations may shy away from 
deploying new technologies for fear of accruing additional 
technical debt. 

“It doesn’t mean you need to rip and replace what you 
have. It doesn’t mean it has to be another year to stand up 
something new,” he says. “It might be something that’s 
complementary.”

Cloud-native SIEM should be able to work alongside your 
traditional security stack. 

“The way tools work today, you don’t really have to 
compromise if you want multiple tools to work together,” 
says Wilbricht. “You can go out and get the orchestration 
tool you want, the remediation or the behavior analytics 
tool you want, or the endpoint detection and response tool 
of your choice without having to stick with one vendor.” 

Moreover, cloud-native solutions can address EL2 and 
EL3 compliance requirements regarding standardized 
log structures. 

“Devo has built something that doesn’t care what the 
format is, if it’s just text data or ASCII [American Standard 
Code for Information Interchange] data, we’ll just pull it in, 
which means for a lot of these data sources that would 
typically take a point solution, Devo is doing it out of the 
box,” says Wilbricht. 

For Wilbricht, cloud is key to achieving event logging 
compliance, but even more so, it’s the key to protecting 
federal networks. 

“It didn’t happen in the last hour, day or even week or 
month,” says Wilbricht. “That initial exploitation or hack or 
bad click happened five to eight months ago. The Orion 
Software from SolarWinds was exploited for many months 
before anyone realized what happened. And that’s the 
issue, when you start losing data that didn’t fall within that 
90-days of hot data most organizations retain.”

Discover how Devo’s Platform can help your agency achieve EL3 compliance.  

https://www.devo.com/
https://www.devo.com/solutions/public-sector/



