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ABSTRACT
Analyzing security data means ingesting and analyzing large amounts of data from 

diverse sources such as device logs and threat intelligence feeds. It’s a demanding, 

potentially costly security essential that strains on-premise data management 

infrastructure. New cloud-native security analytics solutions offer a variety of 

advantages. Best practices are emerging to guide security teams in how to effectively 

transition their security analytics systems to the cloud. This paper highlights five best 

practices to help guide the shift to the cloud, based on user experiences with Devo, as 

described in reviews on IT Central Station.



     5 Best Practices for Transitioning Security Analytics to the Cloud©2021, IT Central Station

CONTENTS

Page 1.  Introduction

Page 2.  The Evolution of Security Analytics

Page 4.  Security Analytics Use Cases 

Page 5.  5 Best Practices for Transitioning to Security Analytics in the Cloud

 #1 - Understand cloud-based vs. cloud-native

 #2 - Identify workflow gaps in order to build for speed

 #3 - Plan for scaling as your business and data grow

 #4 - Look for strong analytics and centralize them in a single solution

 #5 - Do your homework on the true licensing costs

Page 9.  Conclusion



     5 Best Practices for Transitioning Security Analytics to the Cloud 1©2021, IT Central Station

INTRODUCTION

The realities of collecting and analyzing 

security data, especially at scale, differ 

greatly from textbook theory. In theory, 

it’s imperative that a security operations 

(SecOps) team has a system that can 

ingest and analyze immense volumes 

of security data from multiple sources, 

such as device logs and other inputs. 

In reality, this can be challenging to the 

point where some teams either skimp 

on the undertaking or simply ignore it. 

Common issues affecting security teams 

today include delays while data is being 

indexed, systemic complexity, lack of 

scalability, lack of capacity, cost, and 

slow analytics processes. If there is a 

security incident, such as a data breach, 

a lack of security data can hamper the 

response process.

New, cloud-native solutions for security 

analytics offer a way forward. They 

address many of the major challenges 

that are affecting today’s security teams. 

This paper explores best practices 

for transitioning security analytics to 

the cloud. It is based on real user 

experiences with Devo, taken from 

reviews on IT Central Station.
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Data analytics is an essential element 

of SecOps. Analyzing device logs 

and other data streams helps security 

analytics detect threats and attacks. 

For example, an anomaly in firewall 

behavior might indicate that an attack is 

starting. Today, such an anomaly would 

be invisible to any human observer. Only 

a machine would notice. After security 

incidents have occurred, data is again a 

key ingredient in a forensic investigation.

The Evolution of  
Security Analytics 
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Historical SIEM Data

SIEM

So far, so good - in theory. In reality, this process 
is not so simple. Often, serious challenges can 
arise in the face of such an incident and affect the 
actual outcome. For one thing, effective security 
analytics requires handling enormous volumes 
of data. It is usually necessary to hold onto it for 
long periods of time, too, given the importance of 
historical analysis. A security analytics workload 
requires vast data storage and analytics capacity. 
The infrastructure has to support fast processing, 
as well. Figure 1 shows a simple reference 
architecture for the security incident and event 
management (SIEM) solution, which is typically 

the hub of security analytics. A SIEM must ingest 
and process data from many varied sources. 

Then, there’s the analytical toolsets themselves. 
They need to be flexible enough to adapt to 
evolving needs. That’s a matter of software and 
people. Traditional, on-premise approaches have 
a hard time keeping up. Plus, they’re expensive 
and people-intensive in an era when staffing is a 
major obstacle to smooth SecOps. A cloud-based 
solution, such as Devo, is proving critical because 
it addresses these challenges head on.

Figure 1 - SIEM solutions ingest, store and process large amounts of data from many varied sources.
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IT Central Station members describe a 

variety of cloud security analytics use 

cases. For example, Jay G., a manager 

of security services at OpenText, a tech 

vendor with more than 5,000 employees, 

leverages the Devo cloud security 

solution as a central repository for data 

in the company’s incident response 

workflow. “We do investigations into 

cyber breaches, insider threats, network 

exploitation, etc.,” he said. OpenText 

uses Devo to bring in customer logging 

in a multitenant environment to conduct 

analysis and investigations. He added, 

“We have a continuous monitoring 

customer for whom we stream all of their 

logging in on sort of a traditional Devo 

setup. We build out the Activeboards, 

dashboards, and everything else. The 

customer has the ability to review it, but 

we review it as well, acting as a security 

managed service offering for them.”

Alternatively, a security analyst at a communications 
service provider with more than 10,000 employees 
shared that his primary use of Devo is as a SIEM, 
and then as a big-data platform. He said, “We do 
store a lot of data centrally, using the solution, and 
then we analyze it. The main purpose of the analysis 
is for security to detect attacks, abnormalities, and 
to get an overall view of the health of the network.” 
A director at a computer software company with 
more than 1,000 employees also uses Devo as a 
SIEM. He said, “We’re using it for security and event 
logging, aggregation and correlation for security 
incidents, triage and response.” For an SVP of 
managed security at CriticalSTART, a tech service 
provider, Devo is a SIEM solution that enables 
their customers to detect and respond to events 
occurring in their environments.

Security Analytics Use Cases 

https://www.itcentralstation.com/product_reviews/devo-review-69507-by-jaygrant?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-70632-by-reviewer1287654?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
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What does it take to succeed in moving 

security analytics to the cloud? There 

is no one magic element to make the 

transition go well. As Devo users report, 

though, there are a number of best 

practices that make the process go 

smoothly. Here are five. They start with 

the scope and capabilities of the cloud 

security analytics solution itself.

5 Best Practices for Transitioning to 
Security Analytics in the Cloud 

#1 - Understand cloud-based 
vs. cloud-native

A cloud security analytics solution should be 
cloud native—as opposed to simply being cloud 
hosted. A cloud-native solution is built for the 
cloud. It leverages the cloud’s full capabilities 
for performance and efficiency. CriticalSTART’s 
SVP of managed security frames the issue like 
this: “The solution’s multitenant, cloud-native 
architecture is really important. As a service 
provider, working in managed services, we’re also 
multitenant. Instead of having to constantly stand 
up, build, and create new tenants for every single 
customer who comes on board, we are able to 
have a multitenant environment where we’re 

using Devo to help manage that and align with 

the way we do multitenancy.”

Working this way, he “can then add a higher level 

of visibility to that for my analyst, so that is all 

being collected up to one architecture (in one 

place) to one visibility dashboard that allows us 

to track, monitor, and respond to events without 

‘‘...one visibility dashboard that allows 
us to track, monitor, and respond to 
events without having to constantly 
pivot and move back into other 
environments

https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
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having to constantly pivot and move back into 
other environments.” For the software company’s 
director, Devo’s cloud-native architecture gives 
him a lot of options for splitting things up by 
business area or different functional groups, as 
needed. They run a hybrid ecosystem, consisting 
of public and private cloud platforms. 

#2 - Identify workflow gaps in 
order to build for speed

Security analytics need to proceed at high 
speed. With the volumes of data involved and the 
minute-by-minute nature of incident response, 
slowdowns in the analytics process can be 
detrimental to achieving positive outcomes. 
OpenText’s manager of security services spoke 
to this issue when he said, “The solution has 
definitely decreased our MTTR [mean time to 
resolution]. The faster you can get through data, 
the faster you can get to the actual root cause 
and remediation. Identifying a root cause cuts 
time down in half.”

The comms service security analyst similarly 
observed, “It [Devo] does make us look at the 

data differently because we can access it really 
fast and with ease.” The CISO at SentinelOne, 
a computer software company with more than 
500 employees related that “the thing that Devo 
does better than other solutions is to give me 
the ability to write queries that look at multiple 
data sources and run fast. Most SIEMs don’t do 
that. And I can do that by creating entity-based 
queries. It’s basically a high-speed analytics 
engine that allows us to query our data at speed 
and scale, and combine it together. That was the 
whole purpose, and it is what it is.”

“With over 400 days of hot data, we can 
query and look for patterns historically,” said 
CriticalSTART’s SVP of managed security. “We 
can pivot into past data and look for trends and 
analytics, without needing to have a change in 
overall performance nor restore data from cold 
or frozen data archives to get answers about 
things that may be long-term trends. Having 400 

Figure 2 - The security incident response workflow, including the start of a security orchestration,  
automation and response (SOAR) workflow—where speed and accuracy are at a premium

‘‘We’re able to query faster, find the 
data that we need, and access it, 
then respond quicker.
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https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-69507-by-jaygrant?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-70632-by-reviewer1287654?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-70632-by-reviewer1287654?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
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days of live data means that we can do analytics, 
both short-term and long-term, with high speed.” 
Figure 2 depicts the security incident response 
workflow. Speed and accuracy, along with fast 
access to historical data, are essential to making 
this process work effectively. 

He further framed the advantage of speed by 
explaining, “The ability to have high-performance, 

high-speed search capability is incredibly 
important for us. When it comes to doing security 
analysis, what you don’t want to be doing is 
sitting around waiting to get data back while an 
attacker is sitting on a network, actively attacking 
it. You need to be able to answer questions 
quickly. If I see an indicator of attack, I need to be 
able to rapidly pivot and find data, then analyze 
it and find more data to answer more questions. 
You need to be able to do that quickly. It [Devo] 
allows us to manipulate, transform, and enrich 
data for analytics in a very fast, effective manner. 
We’re able to query faster, find the data that we 
need, and access it, then respond quicker.”

The software company’s director simply stated, 
“The real-time analytics of security-related 
data are super.” In his case, there are a lot 
of data feeds going into it, and, as he noted, 
“It’s very quick at pulling up and correlating 
the data and showing you what’s going on in 
your infrastructure. It’s fast. The way that their 
architecture and technology works, they’ve 
really focused on the speed of query results and 
making sure that we can do what we need to do 
quickly. Devo is pulling back information in a fast 
fashion, based on real-time events.”

#3 - Plan for scaling as your 
business and data grow

Security analytics data volumes are going to grow, 
perhaps exponentially and often sooner than 
anyone expects. That’s a guaranteed fact of life 
in SecOps. To keep up, a cloud security analytics 
solution needs to be highly and easily scalable. 
OpenText’s manager of security services put it this 
way: “Scaling has been easy. It’s cloud, so you just 
keep dumping data at it. I haven’t seen any issues.” 
The comms service security analyst echoed this 
sentiment, commenting, “The scalability is very 
good. In our office, we’re not using that much data, 
but our colleagues in a sister company are using 
way more than we did and they are happy. Having 
gone through the implementation, I know a little 
bit about how the architecture works and I think it’s 
built to be scalable.”

Other notable comments about scalability include:

• “We’ve never found any limitations or 
drawbacks included in the data to ingest, 
map, and integrate into the platform. There 
have been no issues with scalability. From a 
machine data and ingestion perspective, it 
would probably be something around a million 
devices.”- CEO at a tech vendor with more than 
1,000 employees  

• “When you look at the overall data as well as 
the ability to break things out into separate 
tenants, the scalability has been phenomenal 
for our customers and us. There are somewhere 
between 45 to 55 security analysts and security 
engineers who use it daily.”- SVP of managed 
security at CriticalSTART 

• “The scalability is unlimited, as far as I 
can tell. They’re running in public cloud, 
meaning it’s unlimited capacity. And scaling is 
instantaneous.”- director at a computer software 
company with more than 1,000 employees 

‘‘The real-time analytics of security-
related data are super.

https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-69507-by-jaygrant?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-70632-by-reviewer1287654?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-70632-by-reviewer1287654?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-71615-by-reviewer1315713?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-71615-by-reviewer1315713?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper


     5 Best Practices for Transitioning Security Analytics to the Cloud 8©2021, IT Central Station

#4 - Look for strong analytics 
and centralize them in a single 
solution 

Speed and scale will only matter if the solution 
delivers clear insights. Plus, for the sake of 
efficiency and impact, the analytics should be 
centralized in a single solution. As SentinelOne’s 
CISO noted, “It provides more clarity for network, 
endpoint, and cloud visibility because we’re 
pumping all our data into it. We’re pumping DNS 
traffic data, Zero Trust data from Zscaler, all of the 
authentication data from Okta, Google, and O365 
[Microsoft 365], as well as the endpoint data from 
our own product. We can query all that data in a 
centralized manner, and correlate it in a certain 
manner.”

“When it comes to network, endpoint, and cloud 
visibility, Devo makes it easy to see all of that,” 
said a director of cyber threat intelligence at 
IGT, a software company with more than 5,000 
employees. “It’s all on one dashboard, it’s all 
visible. Instead of having to jump from system 
to system to system, we can see all of our web 
traffic and we can see endpoint stats, and whether 
we need to investigate anything. It’s very useful.”

An intuitive, easy-to-use interface is part of the 
clarity story, too. For the software company’s 
director, this means being able to customize 
out-of-the-box dashboards that provide insights 
into security operations. He related, “We have a 
lot of confidence that that information is going to 
be timely and it’s going to be relevant. The visual 

analytics are nice. There’s a lot of customization 
that you can do inside the tool. It really gives 
you a clean view of what’s going on from both 
interfaces and topology standpoints.”

#5 - Do your homework on the 
true licensing costs 

Money matters, too, in thinking about how to 
transition to cloud security analytics. While not 
inexpensive, cloud security analytics solutions 
tend to be more economical than equivalent 
on-premise tools. In this context, OpenText’s 
manager of security services said, “I’ve used a 
ton of other solutions: ELK Stack, Kibana, and 
Splunk. The cost of Devo, as it relates to Splunk, 
is significantly less with higher value. It’s a per-
gigabyte cost for ingestion of data. For every 
gigabyte that you ingest, it’s whatever you 
negotiated your price for. Compared to other 
contracts that we’ve had for cloud providers, it’s 
significantly less.”

CriticalSTART’s SVP of managed security likewise 
observed, “We have seen ROI. We have seen 
cost savings in maintenance, upkeep, and 
support. Biggest lesson learned: There is the 
ability to achieve high-quality solutions and cost 
savings at the same time without compromising 
on quality.” The software company’s director 
commented, “We were using Splunk but we’re 
phasing it out due to cost. We liked the PoC. 
Everything it [Devo] did was super-simple to use 
and was very cost-effective. That’s really why we 
went down this path.”

‘‘It provides more clarity for network, 
endpoint, and cloud visibility because 
we’re pumping all our data into it.

‘‘We have seen ROI. We have seen 
cost savings in maintenance, 
upkeep, and support.

https://www.itcentralstation.com/product_reviews/devo-review-127563-by-art-faccio?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-69507-by-jaygrant?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-119160-by-jordan-mauriello?tid=pdf_peerpaper
https://www.itcentralstation.com/product_reviews/devo-review-123849-by-jerryh?tid=pdf_peerpaper
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CONCLUSION

Security analytics is not a simple matter, but doing it right can make a significant 

improvement in security posture and incident response capabilities. That requires both 

the right approach and the right tools. Relying on on-premise infrastructure to store 

and process huge amounts of security data tends to be costly and cumbersome, with 

suboptimal performance where it counts- in the analytics process itself. 

A cloud-based security analytics solution such as Devo can help, but it must have 

the right characteristics. As industry best practices reveal, according to IT Central 

Station members, an effective cloud security analytics solution should deliver fast 

performance and provide analytical results with clarity. Economics also matter, as 

resources are always limited. When these criteria are met, the SecOps team gains the 

ability to achieve rapid insights into threats and attacks. With scalability and a cloud-

native architecture, the solution is poised to grow and adapt as security processes 

inevitably become even more challenging over time.
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ABOUT DEVO
Devo is the only cloud-native logging and security analytics platform that releases the full potential of your 
data to empower bold, confident action. 

With unrivaled scale to collect all of your data without compromise, speed to give you immediate access 
and answers, and clarity to focus on the signals that matter most, Devo is your ally in protecting your 
organization today and tomorrow.

For more information, visit www.devo.com

ABOUT IT CENTRAL STATION
User reviews, candid discussions, and more for enterprise technology professionals.

The Internet has completely changed the way we make buying decisions. We now use ratings and review 
sites to see what other real users think before we buy electronics, book a hotel, visit a doctor or choose 
a restaurant. But in the world of enterprise technology, most of the information online and in your inbox 
comes from vendors. What you really want is objective information from other users. IT Central Station 
provides technology professionals with a community platform to share information about enterprise 
solutions. 

IT Central Station is committed to offering user-contributed information that is valuable, objective, and 
relevant. We validate all reviewers with a triple authentication process, and protect your privacy by 
providing an environment where you can post anonymously and freely express your views. As a result, the 
community becomes a valuable resource, ensuring you get access to the right information and connect to 
the right people, whenever you need it. 

www.itcentralstation.com
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