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Introduction 

Many enterprises face a stark reality. Over the past ten years, firms have spent millions of dollars on cybersecurity analytics 
and operations, yet a plethora of point tools, manual processes, and complex administrative practices make it frustrating 
for analysts, who struggle to get the right data to do their jobs. This situation is especially troubling as security teams 
attempt to deal with a growing attack surface and a massive increase in the amount of security data they must collect, 
process, and analyze daily. To address this situation, firms need to adopt a security operations and analytics platform 
architecture (SOAPA) that integrates disparate point tools, scales to support TBs of data, improves security analytics, and 
streamlines security operations. In this way, a modern security operations architecture can help free the SOC team from 
the burden of infrastructure management while providing the data and query tools they need to improve job performance. 
CISOs looking toward modernizing their SecOps, enabling more effective and timely data analysis, and moving to SOAPA 
may find a helpful partner in Devo.   

Overview 

According to ESG research, security operations grow more cumbersome on an annual basis. In an ESG research survey, 
72% of cybersecurity professionals said cybersecurity analytics and operations was either significantly (27%) or somewhat 
(45%) more difficult than it was two years previously.1 Why do security operations become continually more difficult? 
Cybersecurity professionals point to a multitude of factors, including the evolving threat landscape, changing regulatory 
compliance requirements, and the growing volume of security alerts (see Figure 1): 

Figure 1. Top Six Reasons Cybersecurity Analytics and Operations Have Gotten More Difficult  

 
Source: Enterprise Strategy Group 

                                                           
1 Source: ESG Research Report, Cybersecurity Analytics and Operations in Transition, July 2017. All ESG research references and charts in this white 
paper have been taken from this research report unless otherwise stated. 
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https://research.esg-global.com/reportaction/CybersecurityAnalyticsandOperationsJuly17/Toc
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Security Operations Are Broken 

Security operations are growing increasingly difficult, quickly becoming unable to meet enterprise requirements. 
Alarmingly, the gap between security operations capabilities and enterprise requirements is growing quickly. Some of the 
reasons for this gap include: 

• Complexity of security operations tools. Many enterprise organizations rely on an army of point tools for security 
operations. Unfortunately, this leads to massive operational overhead, as each tool requires its own deployment, 
configuration, and ongoing administration. This is especially troublesome, since 58% of respondents believe the 
effectiveness of their security analytics and operations is limited because of employee skill gaps. In other words, they 
can’t manage security operations technologies and processes due to a shortage of skilled staff members. It is also 
worth noting the cybersecurity skills shortage is getting worse—especially as security professionals are being asked to 
extend their skill sets to include core programming/scripting, data science, and security simulation and planning. 

• A lack of scalability. Many organizations are collecting, processing, and analyzing at least 20 different data types, 
including firewall logs, user activity, application logs, and access control list (ACL) rules. It is also becoming clear to 
CISOs that all data is security data, so they are constantly investigating the security implications of business data from 
SaaS applications, partner systems, physical security controls, etc. Traditional security analytics tools struggle to keep 
up with the growing data pipeline and processing requirements, forcing SOC teams into poor data management 
choices like limiting data sources, purging archival data, or maintaining multiple security data repositories.   

• Too many tools. ESG research indicates that 40% of organizations employ between 10 and 25 different security 
analytics and operations tools, while an additional 30% use between 26 and 50. This has led to a situation where 
there are too any alerts, too many screens, and not enough context to enable SOC analysts to be successful.  

• A growing attack surface. Organizations are adding applications, devices, and sensitive data to their networks all the 
time. Furthermore, the composition of IT Infrastructure is shifting to cloud-resident workloads and data—31% of ESG 
survey respondents reported that they ran more than 30% of all production workloads on public cloud infrastructure 
services (i.e., IaaS and/or PaaS)—and 55% expected to run more than 30% of their production workloads on those 
same services within 24 months.2 All of these changes lead to a larger and more complex attack surface that must be 
secured as cyber adversaries use on-premises, remote, or cloud-based assets as attack vectors to exploit vulnerable 
systems or steal sensitive data.  

• Analyst burnout. According to ESG research done with ISSA, 70% of respondents claim the cybersecurity skills 
shortage has impacted their organization. How? Sixty-three percent say it has increased the cybersecurity staff’s 
workload and 41% say the cybersecurity staff must spend a disproportionate amount of time on emergency issues. It 
should come as no surprise that 38% say the cybersecurity skills shortage has led to high “burnout” and attrition rates 
amongst the information security team.3 CISOs who fail to address security operations challenges will also be forced 
to motivate and retain unhappy and overworked employees.   

Most organizations are finding that security operations are increasingly complex and cumbersome, due to technology 
complexity, staffing shortages, and the increasing amounts of alerts and data that need to be analyzed. SOC personnel also 
report struggles to contextualize new data sources like business applications for security analytics purposes.   

                                                           
2 Source: ESG Master Survey Results, Trends in Hybrid Cloud Security, March 2017. 
3 Source: ESG/ISSA Research Report, The Life and Times of Cybersecurity Professionals, November 2017. 

http://www.issa.org/
https://research.esg-global.com/reportaction/TrendsinHybridCloudSecurity/Toc
https://research.esg-global.com/reportaction/ESGISSAREPORTCYBERPROS/Toc


 White Paper: Devo: A Modern Security Operations and Analytics Platform 5       

© 2019 by The Enterprise Strategy Group, Inc. All Rights Reserved. 

While organizations dedicate vast budget dollars toward security analytics and operations, they continually fall behind 
cyber adversaries’ tactics, techniques, and procedures (TTPs) and a growing volume of security alerts—a situation both 
unacceptable and unsustainable. CISOs know they need to change this situation, but many can’t figure out how to do so.   

Enterprise Security Operations and SOAPA 

Historically, cybersecurity operations were built organically, adding various proprietary security technologies over time. 
Each of these tools collected its own data, performed its own analytics, and provided its own reporting and UX. This 
security operations model forced SOC teams to rely on manual processes and human intelligence for aggregating, parsing, 
contextualizing, and analyzing a multitude of logs, alerts, and reports from a plethora of point tools. Even worse, SOC 
teams had to sort through this mire of data, decide which alerts to investigate (or drop), understand the context of the 
alert and the environment in which it occurred, and work with IT operations to prioritize remediation actions.  

Today SOC personnel depend upon a complex system of disconnected point tools and manual processes that can’t scale or 
easily change to address changing threats. How can organizations abandon this failing strategy? As management guru Tom 
Peters stated, “Almost all quality improvement comes via simplification of design, manufacturing, layout, processes, and 
procedures.” Thus, CISOs must create a simplified security operations “system” that aggregates technology, automates 
processes, and enables greater productivity from cybersecurity staff. ESG research indicates that organizations are starting 
to execute on security operations strategies intent on meeting these goals. For example: 

• Two-thirds (66%) of organizations say security analytics is mostly done in a siloed way by different individuals using 
different tools, but their organizations are moving toward a more consolidated and integrated approach. 

• Seventy-one percent of organizations say they are actively integrating disparate security analytics and operations 
tools, and security technology integration is either important or one of their highest priorities.  

ESG believes security technology consolidation and integration projects will lead organizations to turn today’s plethora of 
point tools into a security operations and analytics platform architecture (SOAPA), as shown in Figure 2. 

Figure 2. SOAPA Architecture 

 
Source: Enterprise Strategy Group 
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The security operations and analytics platform architecture (SOAPA) is comprised of the following: 

• A common distributed data service. To make real-time impactful decisions, security operations must be based upon 
the collection, processing, analysis, and prioritization of massive amounts of security telemetry. SOAPA centralizes 
data management with a common distributed data services foundational layer. This layer enables efficient and 
effective data sharing amongst security operations tools (and between organizations). 

• A software services and integration layer. SOAPA middleware sits between the data and the analytics applications. It is 
then used as a messaging bus to publish and push security data to analytics tools in a common format. Modern 
solutions are applying AI/ML to ingest diverse data sources more efficiently, while adding contextual connections for 
faster and effective decision making on irregular discoveries. 

• An analytics layer. Traditional security analytics engines are programmed to consume security data based upon 
different triggers and events. In recent years, security analytics have added data science and machine learning 
capabilities to build data models, calculate “normal” behavior, and better identify anomalies. In this way, leading 
security analytics engines can correlate and contextualize multiple security alerts and monitored assets, helping 
security analysts sort through cybersecurity noise to identify real issues and prioritize remediation efforts. 

• An automation and orchestration layer. Once analytics engines identify problems, security and IT operations must 
coordinate incident response and remediation. To facilitate these processes, SOAPA includes an automation and 
orchestration layer, supporting tasks like case management, collaborative workflows, and process automation. 

 The security operations and analytics platform architecture (SOAPA) also addresses new enterprise requirements: 

• Ease of use. The more manual the effort, the more pressure and potential for SOC analyst burnout. In fact, there is 
often an inherent tradeoff between the complete customization of rules definitions versus the effectiveness of out-of-
the-box correlations rules. This tradeoff needs to be measured by time-to-value. For example, can the solution be 
used by Tier-3 analysts for triaging events and training? Is data visualization done graphically, rather than text-only 
representation? Can data analysis be done easily and at speed? The goal here should be process improvement, but 
smart CISOs will also measure results based upon SOC analysts’ job satisfaction improvements. 

• Massive scale. Given the massive amounts of security data being collected, a cloud-scale architecture is required to 
accommodate data growth and retention. This includes parallel processing operations for efficient data pipelining, an 
ability to capture multiple levels of context, and a query-friendly design. 

• Advanced analytics. This needs to include the ability to do threat and anomaly detection to lower false positives and 
accelerate forensic investigations. 

• Multiple use cases. The security analytics technology needs to support a variety of use cases such as threat hunting, 
threat detection, investigations, SIEM augmentation, remediation, etc. Over time, SOAPA will become the foundation 
across the threat management timeline, from detection, through investigations and prioritization, to response and 
remediation.   

By integrating security operations point tools into a tightly coupled system, SOAPA creates a security tools ecosystem that 
can help organizations improve security efficacy through more accurate and timely threat detection. Critically, SOAPA can 
help streamline security operations through automation, orchestration, and workflow management between security and 
IT operations teams. We see enterprise organizations pursuing a SOAPA strategy for the opportunity it presents to unleash 
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analysts by easing the data management burden with better tools and allowing SOC teams to accelerate processes and 
decision making.   

Enter Devo 

In an architectural context, SOAPA is typically composed of different security solutions from multiple providers. Often, the 
burden of integrating these solutions falls on an organization’s security team. This can result in a SOAPA architecture that is 
cobbled together out of homegrown or open source software. Few organizations have the skills needed for this task.  

Enter Devo, a data operations platform technology startup, headquartered in Cambridge, MA. Devo founders spent their 
careers focused on unifying access to data and have built a SecOps solution backed by industry veterans who understand 
that growth in cloud technologies and new applications are expanding the attack surface and driving exponential security-
related data growth. 

The Devo security operations solution is built upon the multi-tenant, SaaS-native Devo Data Operations Platform and aligns 
well with SOAPA. Unlike older SIEMs, which sacrifice query performance or require vast investments in infrastructure and 
staffing, Devo is architected to access raw data, eliminating costly transformations and complex indexing to achieve speed, 
scale, and superior TCO. 

In fact, Devo addresses the key enterprise requirements identified previously. These include ease of use, the ability to 
support data capture and analysis on a massive scale, advanced analytics, and support for multiple use cases such as threat 
detection/investigations, threat hunting, SIEM augmentation, and more. Simply put, Devo: 

• Ingests data. Devo can take in data from myriad sources and endpoints—including data not handled by a traditional 
SIEM—in any format, at streaming speed, without altering its structure or format. Devo’s approach tags the data 
stream and stores the classified data, compressed, as flat files. Data is then processed at query time and is stored in 
its original format. This results in more efficient data ingestion, faster queries, and linear scalability across massive 
amounts of data. Devo can be adapted to what a user wants to know today, without being forced to use already 
transformed and preprocessed data. 

• Analyzes data. Devo analyzes both streaming and historical data in real time. Queries can be simple to execute and 
visual, and responses are delivered with predictable low latency regardless of the scale of the data being ingested or 
analyzed. This includes the ability to perform retrospective investigations on large repositories of historical data in a 
cost-effective and efficient way. This is an important ability, as the amount of time threat actors go undetected in an 
environment often exceeds the length of time that historical data is available. Devo is also able to accelerate queries 
due to its cloud-native architecture and data management methodology, without the need for continual investment 
in licenses and infrastructure to keep up with growing volumes of new streams of data.  

• Devo also provides time-series anomaly detection algorithms, which enable anomaly detection without the need to 
develop custom algorithms. For custom use cases, Devo provides integrations with industry-standard ML platforms. 
Data scientists can export data from Devo, model it in familiar tools (Python, R, etc.), leverage custom resources (e.g., 
GPUs) as desired, and run the models in real time within Devo at scale, across streaming and historical data. 

• Acts upon the data. By ingesting all of an organization’s security data and making it available for instant analysis, Devo 
enables users to act in a meaningful timeframe. The underlying Devo Data Operations Platform finds the right 
information; brings it together; adds context; and presents it quickly, enabling the user to take immediate action. 

• Changes the economic paradigm: Devo eliminates the data management overhead associated with scaling traditional 
security solutions, thus changing the economics of security operations and data analysis. In this way, Devo can help 
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SecOps teams  gain visibility into their growing attack surface, while simultaneously shifting focus from data 
management to analysis and action. As a result, more time is spent on threat analysis, hunting, etc., and less on 
managing data and any requisite infrastructure. 

The Bigger Truth 

All of us risk becoming creatures of habit, including CISOs who continue to try to keep up with ever-increasing threats by 
simply adding new types of detection and analytics engines. This approach may provide small gains, but also risks 
exacerbating the complexity of existing security operations. To improve results, CISOs need to try new approaches. 

Forward-thinking CISOs are becoming more strategic about security analytics, mainly because the growing size and number 
of data sources (including business data) requires new approaches. This is where a tightly integrated and highly scalable 
SOAPA architecture makes tremendous sense for addressing changing security operations requirements.   

The Devo team understands this need. Its security analytics technology enables the centralization of all security-related 
data from across the business and aligns well with SOAPA. The Devo Data Operations Platform can support rapid analysis of 
data with the scale to meet the data volume and query demands of the world’s largest organizations. It is also worth noting 
that Devo does not require organizations to “rip and replace” existing SIEM technology. Rather, Devo can supplement an 
existing SIEM, helping organizations enhance existing security operations tools and improve overall ROI for cybersecurity 
spending.  

Moving forward, CISOs should seek to improve security analytics efficacy and efficiency and enhance existing security 
analytics processes without adding technology complexity. Given Devo’s architecture, CISOs may find it worthwhile to 
assess how its security analytics technology can help them meet these requirements.  
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