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INGEST SAP DATA INTO DEVO TO MONITOR,  
INVESTIGATE, AND ACT ON THREATS THAT  
JEOPARDIZE YOUR SECURITY POSTURE

Organizations around the globe rely on SAP software to 
run their essential business processes. While SAP software 
is extremely useful and powerful, security teams struggle 
to ingest SAP data into their logging and security analytics 
tools so they can effectively monitor their SAP systems. Devo 
and RHONDOS have created an integrated solution — SAP 
PowerConnect for Devo — available for mutual customers  
that simplifies how organizations ingest SAP data into Devo  
to take advantage of Devo’s powerful data visualizations, 
alerting capabilities, and analytics. This enables organizations 
to spend less on SAP monitoring and gain a holistic 
understanding of both business health and SAP systems.

UNLOCK NEAR-REAL-TIME INSIGHTS FROM YOUR SAP  
DATA TO MONITOR SYSTEM PERFORMANCE AND DETECT 
SUSPICIOUS ACTIVITY

SAP application data flows through the SAP NetWeaver  
stack and is saved in the database layer that sits underneath 
NetWeaver. Because of this, very little data is accessible outside of SAP and that requires manual, resource-intensive 
monitoring of SAP systems to ensure optimal performance and security. SAP PowerConnect for Devo solves this problem by 
using SAP-certified add-ons to collect the data from the database, NetWeaver, and application layers and send it securely 
to Devo. Once in Devo, organizations gain near-real-time insights into SAP system performance and security, which 
simplifies monitoring.

SAP PowerConnect for Devo
Cloud-native logging and security analytics 
meets SAP data

SOLUTION BRIEF

USE CASES

Security monitoring of SAP systems

Devo enables you to get near-real-
time insights into your SAP security data 
by correlating it against non-SAP data 
to better monitor, investigate and act 
on threats targeting your organization.

Performance monitoring of SAP systems

Devo enables you to ensure that your 
SAP systems are operating at peak 
performance by continually informing 
your team of system problems so you 
can address performance issues and 
reduce costly system downtime.

SAP PowerConnect for Devo equips customers with Activeboards that provide data visualization and performance 
metrics. Activeboards help reduce SAP data complexity by readily providing the needed insights into SAP security 
and performance data to expedite actionable analysis. Activeboards are accessible through Devo Exchange, Devo’s 
community-based marketplace, which is continually updated with Devo-curated content. SAP PowerConnect for Devo 
includes Activeboards such as: 
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Devo is the only cloud-native logging and security analytics 
platform that releases the full potential of your data to empower 
bold, confident action. With unrivaled scale to collect all of your data 
without compromise, speed to give you immediate access and 
answers, and clarity to focus on the signals that matter most, Devo is 
your ally in protecting your organization today and tomorrow. Devo is 
headquartered in Cambridge, Mass. Learn more at www.devo.com.
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The Risk Assessment Activeboard

The Risk Assessment Activeboard provides security 
teams with a snapshot of the risk the organization 
incurs from its SAP systems. The Risk Assessment 
Dashboard includes the following key metrics:

•	Risk access login by privileged user
•	Users with default or known password 
•	Clients open for change
•	Login by multiple IDs on a single terminal
•	Change in RFC destination
•	Execution of sensitive transactions

The Current Event Types in Devo Activeboard

The Current Event Types in Devo Activeboard 
provides users with key metrics about identity 
and access management along with user-based 
access controls. The User Activity and Password 
Status Activeboard provides the following metrics:

•	Successful and failed GUI & RFC logins
•	Number of logged-in users
•	Role and profile changes
•	Users by type and instance
•	Failed transaction start RSUSR200/003 reports

Are you ready to learn more about ingesting SAP data into Devo? 
Contact your sales representative to learn more about SAP PowerConnect for Devo.

For SAP security data sets, SAP PowerConnect for Devo delivers critical security insights into user behavior, systems, 
authorization changes, user-status reports, and SAP system security posture checks in near-real-time. SAP PowerConnect 
for Devo also gives analysts the ability to query SAP data within the Devo Platform and create alerts based on queries 
for proactive monitoring and faster identification of signs of compromise. Ultimately, equipping teams with crucial SAP 
performance and security data within the Devo Platform will reduce costly downtime of business-critical SAP systems and 
enable fast identification of potential security breach impacts.

The RHONDOS team is committed to partnering with you to make you the SAP hero in your organization. We are the experts of 
PowerConnect for the North American market and provide first-line Support and Implementation Services that facilitate maximum return 
on investment when ingesting SAP security logs, performance metrics, and business data into your observability platform of choice.
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