
The Shift Is On
It’s time to move your security logging to the cloud



INTRODUCTION

Logs are critical to detecting and investigating security issues and provide critical 
visibility into a company operating environment. 

Many organizations, when they are small, can get away with using a local log server and storage to 
collect data. Almost all security teams start off with this kind of on-premises logging approach. Most 
teams use an open-source, homegrown solution for this type of short-term, small-scale log analytics. 
When you have just one or two small environments to secure, this type of isolated logging solution 
will suffice.

But as environments grow in scale and complexity, spreading across multiple data centers and cloud 
providers, it becomes necessary to collect logs from all areas of the business. You need to collect 
logs and events from firewalls, VPNs, IPS, endpoints, and other infrastructure to catch indicators 
of compromise (IOC) and other security threats before they impact the business. You also need to 
store this data long-term for investigation purposes, such as determining the first occurrence of a 
compromise. When your organization has grown to the point where your security team must watch 
thousands of devices across datacenters and cloud providers, it's time to centralize your logging, and 
move it to the cloud.
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A centralized log management solution, or CLM, becomes 
the single place for logs, metrics, and events related to 
security for all your environments. Trying to do this with 
one logging system for on-prem components and another 
for cloud components is ineffective. Centralizing all data 
in one location is critical to the SecOps process of adding 
context to the data and giving analysts the visibility that’s 
vital for quickly and efficiently detecting and resolving 
threats. This is why centralized logging for security is so 
critically important.

Building an on-prem system requires a large CapEx 
expenditure, and  managing it requires significant  annual 
OpEx budget as well. This is why a SaaS deployment model 
for centralized log management for security is quickly 
becoming the preferred option. The SaaS deployment 
model doesn’t require a lengthy CapEx budget cycle, 
requires no operational overhead to stand-up or maintain, 
and yields an immediate ROI.

Log data has been and always will be a valuable resource 
for detecting and investigating security threats. But as IT 
environments increase in complexity, it has become more 
difficult to capture, expensive to store, and time consuming 
to analyze. The good news is that new technologies and 
methodologies have arrived that deliver the reach, scale, 
analysis, and visualization security teams require to fully 
realize the promise of log data.

At this point, if you are asking yourself 
“what is centralized logging and how is it 
different than other logging,” keep reading. 
Organizations of all types have a lot to gain  
by embracing a centralized log management 
solution for security.
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SIGNS YOU NEED 
A CENTRALIZED 
LOGGING SOLUTION

1

2

3

4

Most security pros know the value of log data. Most organizations collect metrics, logs, and events from some parts 
of the environment. But there is a big difference between monitoring and a true centralized logging solution. How 
can you measure the effectiveness of your current logging solution? If you are a security professional, here are some 
common problems that arise in organizations that lack a centralized log management solution.

Teams are using their own security tools 

New data sources are proliferating

Hybrid environments are appearing quickly

Digital Transformation is sweeping the organization
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TEAMS ARE USING THEIR OWN  
SECURITY TOOLS1
The silo model of log management is fraught with problems.

User/desktop admins receive data from workstations and tablets; server 
admins receive logs from virtual and physical servers; network admins 
get flows from routers and switches, cloud admins use S3 buckets for 
cloud logs; and security personnel receive data from firewalls, IPS, and 
DLP solutions. But none of these teams has a single, correlated view for 
all of this data. 

Inevitably a problem occurs, forcing you to go from tool to tool and team 
to team to chase down the issue. This is painfully time consuming, and 
it makes it difficult to correlate data from multiple sources to perform 
an accurate investigation. If you and your team find yourselves in an 
“all-hands-on-deck” situation looking at a bunch of different tools and 
struggling to resolve an issue, you need a centralized log management 
solution to pull all the metrics, events, logs, and traces together for faster, 
more effective correlation.
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NEW DATA SOURCES ARE 
PROLIFERATING
Achieving 100% visibility may seem like an impossible goal. 
But gaps in visibility, like missing critical chapters in a book, 
greatly diminish the  solution you’re using.

Most organizations don’t even strive for 100% visibility. They set the bar 
much lower, for a variety of reasons. Sometimes network, server, and 
desktop teams don’t feel the need to share data. So, each only collects the 
data “they own.” This often results in crucial pieces slipping through the 
cracks, which feeds into the silo problem described above. Sometimes 
they just don’t know how to combine data from different sources that 
have different formats, such as collecting logs from a DB server and 
flows from a switch. Often, they don’t have the on-premises infrastructure  
to store all this data, or the operational resources to support that on-prem 
infrastructure.

If you and your team find yourselves saying “If only we had a way to collect 
and analyze data from ‘x,’” or “We have to decide to either collect data 
from ‘x’ or data from ‘y’ because we don’t have capacity for both,” then 
you probably have some serious gaps in visibility and need a SaaS-based 
CLM solution.
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HYBRID ENVIRONMENTS ARE 
APPEARING QUICKLY3
Some teams may have a mature, centralized logging solution—
but not for all environments. 

Too often, teams completely ignore private or public cloud environments, 
such as AWS or Azure. These aren’t considered “gaps in visibility” because 
organizations don’t think about these environments the same way they 
do traditional on-prem environments. And since many organizations have 
completely separate “CloudOps” teams that handle these environments, 
they may fall outside the purview of SecOps. In reality, this is just 
another silo—often one that is poorly instrumented, poorly secured, and 
without sufficient management. Many executives consider public cloud 
environments to be “the provider’s problem,” and never factor it into their 
overall strategies. This is a disaster waiting to happen. Incorporating 
multiple cloud environments into your centralized log management 
solution is crucial for avoiding major problems.

If you aren’t combining and correlating data from all environments together, 
then your organization would benefit from a centralized log management 
solution that will perform those important tasks.

6

The Shift Is On   |   EBOOK

Signs You Need a Centralized Logging Solution |



DIGITAL TRANSFORMATION IS 
SWEEPING THE ORGANIZATION
Digital transformation can be a key strategy for growth and 
differentiation in today’s highly competitive world.

Most digital transformation projects center on “data at rest.” This is data 
stored in databases, mainframes, and other monolithic structures that are 
“mined” for insights.  But what about “data in motion”? Data in motion is 
data that flows across your network, in and out of your multiple cloud 
environments, and between systems. It is every bit as crucial as data at 
rest. It contains vital information about who accesses your services, how 
much data they send or receive, patterns of data access and usage, what 
type of devices they use, where data comes from, and where it goes.

This wealth of log data is created every second by every piece of 
infrastructure, and it often goes unused in digital transformation 
projects. Security organizations can make a vital contribution to digital 
transformation projects by leveraging a centralized log management 
solution as a data lake.
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BEST PRACTICES 
FOR IMPLEMENTING 
CENTRALIZED LOG 
MANAGEMENT

Let’s look at several centralized logging  
best practices that will help you overcome 
some of the problems discussed in the 
previous section.

Define your short-term and long-term use cases

Nobody can do everything at once. Set realistic goals about what you want to do in the next 90 days, 
6 months, and 1 year. Trying to boil the ocean can quickly sink a centralized logging project. Pick the 
most error-prone applications or services that consume the most troubleshooting time. Eliminate gaps 
with those problem areas first by instrumenting them end to end. Make sure your most critical assets 
are the most secure. Then tackle your more long-term use cases (such as digital transformation) after 
achieving success with these foundational steps. 

Inventory ALL your data sources

Gaps in visibility—even small ones—can completely derail a CLM project. You can’t secure what you 
can’t see. Try to think about every attack surface and all the ways a threat can move laterally across 
multiple environments. Don’t leave anything out. A good CLM can collect data from just about any 
connected source. 

Build in tolerance to change

One of the great weaknesses of most CLM projects is if you change hardware vendors—or sometimes 
if there’s just a hardware version change—your log formats can change and break your log parser. 
This means you are no longer collecting data, or the data has become unusable junk. There are two 
ways to overcome this: First, you can establish and enforce a log governance model. Or second, use 
a solution that does not parse on ingest. Of these options, the second is far superior. Enforcing a 
log governance model is difficult, time-consuming, and requires a great deal of effort to maintain in 
a changing environment. Having a CLM solution that parses on query (instead of parsing on ingest) 
means changing log formats will have no effect on data ingestion, or the ability to analyze logs.
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Tailor the implementation plan  
to the users of your CLM

One of the biggest challenges with log data is actually 
analyzing it. Humans are not great at quickly poring over 
thousands of rows in a table. Your CLM solution should 
provide some impressive data visualizations. The more 
chart and graphing options, the better. Beware of solutions 
that limit you to out-of-the-box visualizations that may not 
work for your use cases. Because you will be combining 
and analyzing data from many sources, it will be helpful 
to look at that data in multiple ways. But the solution 
shouldn't be so complex that only a few very specialized 
people can operate it effectively. That drastically reduces 
the value of any solution, no matter how good it is. 
Also, beware of solutions that use proprietary scripting 
languages or require coding to build visualizations.

Your CLM solution should have an intuitive UI that enables 
users to analyze and visualize data quickly and accurately. 
The value of a CLM solution is multiplied by the number 
of users who can leverage it to obtain needed answers. 
Be sure to give analysts and users of varying skill levels 
the views they need to do their jobs effectively.

Plan and build for your  
future business

It’s vital for a business to grow. But rapid growth can 
introduce scalability challenges that could bring your CLM 
system to its knees. When this occurs, the automatic 
response is often to cut back on monitoring to reduce 
data ingest, compute, and storage. But this is a mistake 
because it reduces the value of the solution in which 
your business has invested. Another pitfall that careful 
planning can prevent is to successfully implement a CLM 
solution that only lasts for a couple of years before your 
storage and compute needs outgrow it. This forces you 
to re-architect, re-purchase, and re-deploy.

The best approach is to use a cloud-native SaaS solution. 
This enables you to increase capacity on demand without 
having to budget, acquire, and deploy new hardware. The 
SaaS model makes it easy to quickly scale up (or down) 
based on the needs of your business.
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Weigh your deployment  
options carefully

Your deployment options generally break down  
into five choices:

A. Build your own on-prem CLM using open-
source software.

B. Build your own CLM in a cloud environment 
using open-source software.

C. Buy an off-the-shelf solution and run 
it on-prem.

D. Buy an off-the-shelf solution and run 
it in the cloud.

E. Select a partner to provide a SaaS 
solution that will scale with your 
business.

The right option for your CLM deployment depends on 
several factors. 

If your business has a relatively small environment, a low volume 
of data, and limited budgets, then options A or B could work. 

For larger enterprises, options C, D, and E are better choices. 
Even if you have a great operations team to manage your on-
prem or cloud deployment, they could deliver greater value to the 
business as strategic assets rather than deploying and managing 
your security logging infrastructure. 

Option E, the cloud-native SaaS option, delivers a number of 
advantages including scalability, lower cost of entry, and flexibility. 
With a cloud-native SaaS solution, your organization can scale 
up or down at any time without worrying about accommodating 
CapEx budget cycles. It also doesn’t lock you into hardware for a 
specific period of time. 

For organizations with complicated CapEx budget processes, 
limited operational resources, or that need to be flexible and 
agile, option E is the best choice. 
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EVALUATION CRITERIA 
FOR CHOOSING THE 
RIGHT CLM SOLUTION 
FOR YOUR BUSINESS

Once you decide to pursue centralized log 
management, you will find several options 
in the market. How do you choose the 
best solution for your needs? Following 
are some suggestions on how to compare 
different solutions to determine which one 
is right for your business.

Data ingest limits: Think about the upper limits of your data ingest needs. Are they consistent over 
time, or do you have periodic spikes in data at the end of the month, or during the holidays? Make 
sure you test how a prospective solution performs at the upper limits of your data ingestion needs. 
A CLM solution that slows to a crawl at peak times, or worse, drops data during peak times, is not 
the right choice. 

Tolerance for change in data sources: How does the CLM handle changes to data sources or 
format? Sometimes a data format change can negatively affect the ability of the CLM to ingest, 
parse, and store the data. Does a change in format break or adversely affect data ingestion? Does 
the CLM discard data that doesn’t fit into the schema? 

If digital transformation is a key use case, you may want 
to consider keeping the raw data intact, since you may 
need the ability to re-analyze it later.  

You also need to decide how important the raw data is to your organization. Does the CLM store 
the data raw, or is the raw data lost after it is parsed and stored? Will you need to go back and re-
examine your old data in new ways? If digital transformation is a key use case, you may want to 
consider keeping the raw data intact, since you may need the ability to re-analyze it later. 

1
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The CLM should cater to the needs of your users: The visualizations, 
dashboards, and features should be attuned to the needs of your users. 
Think about how your security professionals will use the CLM solution 
every day. What dashboards will they need to see? What are their most 
common workflows? Make sure you test your prospective CLM solution 
to see how easy it is (or isn’t) to move through these workflows. And don’t 
just test use cases for advanced users or power users. 

Give users of all skill levels some hands-
on time with your prospective CLM solution 
and get their feedback on how intuitive 
they find it.

Test the use cases for your Tier-1 analysts, too. Remember, the value of the 
solution will be determined by the number of people who can effectively 
use it on a daily basis. Be sure to test both common and advanced 
uses cases. Give users of all skill levels some hands-on time with your 
prospective CLM solution and get their feedback on how intuitive they find 
it. Test if multiple users running simultaneous queries impacts system 
performance. Testing the performance of the entire system as multiple 
users run concurrent queries is an excellent measure of how the CLM will 
perform once you deploy it.

Test the machine-learning capabilities: Many solutions claim to offer 
artificial intelligence (AI) and machine-learning (ML) capabilities—but do 
they work for your use cases? Test these ML capabilities on your specific 
needs. In large enterprises, a CLM can collect a vast amount of security-
related data. So, having help spotting anomalies, correlating events, and 
enriching data can take a big load off your analysts. Take the time to 
explore the ML/AI capabilities and how they can extend the capabilities of 
your team.

Control over alerts and notifications: Most SecOps teams are drowning in 
alerts. It’s much more critical to receive meaningful alerts and notifications, 
and to have flexibility in alert policies. Can alerts be suppressed to prevent 
a flood? Do you have to set static alert thresholds, or can thresholds be 
dynamic? Reducing alert noise and fatigue can significantly improve your 
analysts’ effectiveness. Sit down with analysts of all levels to get their 
perspectives on what exactly should trigger an alert, how they would 
resolve it, and the best way to distribute alerts to your team over different 
times of the day, week, and month. Also consider how alerts integrate with 
your processes. Do alerts integrate with other solutions your team relies 
on such as Slack, ServiceNow, and others? 
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It’s Time to Deploy  
CLM the Right Way
It has never been easier to successfully deploy a SaaS solution for 
centralized log management that can serve your security needs. 

If you and your team find yourselves using 10 different tools to try 
and resolve a security issue, it’s time to look at a CLM solution. 
Recent advances in technology give you more choices than ever to 
implement a CLM solution that will fit the needs of your business 
today and well into the future.
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