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INTRODUCTION
The terabytes and petabytes of data generated by your organization are your company’s lifeblood. It is critical to fully leverage 
your investment in machine data analytics to get the most knowledge and value from this data. Devo unlocks the full business 
value of machine data streaming from every part of the digitized enterprise, faster and more cost effectively than ever before. 

Migrating to a new solution can be daunting. You have built years of analytics that run your business, have trained the people 
who build and run those analytics, and you may have thousands of users. Some questions you may have about migration 
include: 

• Who should be involved?
• How do we get started?
• How many people and what resources should be dedicated?
• How long will it take?
• How will Devo be an improvement over our current log analytics solution?    

This document explains the Devo approach to migrating log management environments –  whether a few TBs or multi-PBs in 
scale – and what you can expect during the migration process. Because of our experience and expertise working with complex 
data environments, Devo can help you anticipate the known and the unknown. Your partnership and participation are key at 
various phases, but you can be confident that your Devo Professional Services team is ready to drive the entire migration 
lifecycle and ensure a successful deployment.

GETTING READY FOR YOUR MIGRATION
Your migration plan will be based on your initial proof-of-concept, key insights about your requirements, and overall analytics 
goals. We begin with a discussion of how you use your data, your workflows, and most importantly, what you need to gain from 
your data, all while incorporating your regulatory and specific company requirements. This exercise will also help you reassess 
and optimize your current systems and processes, and help design a more streamlined and effective solution for all users.

Project Plan Development: Next, we develop a detailed project plan and set up a path for  communication flow. Typically this is 
Slack, along with a collaboration workspace such as JIRA or Confluence, but we can use whatever tools best meet your needs. 
A key element of the project plan is an in-depth analysis of your current environment, data sources, and an audit of all use 
cases. Data governance must also be considered – understanding access, custody, retention and compliance policies specific 
to your business and industry. The Devo Professional Services team will also work with you to understand any technology 
initiatives you may have underway that could impact the project, such as cloud migration or automation plans. They will gather 
details about external systems or key integrations that your team wants to maintain or enhance with Devo, and will collaborate 
with you to identify the most valuable and relevant KPIs and metrics. At the end of this phase, Devo will deliver a detailed 
project plan, with key milestones, as shown below. 

Kick-off & Project Team Assignment: We’ll conduct a kickoff meeting to collaborate on detailed project plans and role 
assignments. You will meet your Devo Professional Services team, including the Services Leader, Technical Project Manager, 
and Services and Devo Ops Engineers, who will be responsible for the data preparation, analytics development and deployment 
infrastructure. We will also establish the client IT and functional teams aligned to the Devo team, as well as the core teams 
of end users, administrators, and analytics leaders who will be driving the Devo solution requirements. We will schedule a 
weekly communication meeting for all users and stakeholders to ensure that the project stays on track and any bottlenecks are 
resolved quickly. 

• Proven best practices from hundreds of deployments

• Enterprise-trained Services and Customer Success 

Organization

• Automation and conversion utilities

• Rigorous project planning

• User-centric analytics development 

© 2019 Devo. All rights reserved.



GUIDE

3

Nulla ornare magna eros, nec tempus diam 
elementum et.

Figure 2.0 Devo Migration Plan Phases

MIGRATES LARGE-SCALE SPLUNK 
LOG MANAGEMENT TO DEVO 
AT FIFTH LARGEST APPAREL 
MANUFACTURER

• Total migration time 11 weeks, core 
migration activities limited to 4 weeks

• Scaled from 6TB to 18 TB ingest per day

• Hard cutover, no parallel operations

• 140 data sources

• Streamlined analytics by rationalizing 120 
dashboards to 31

• Reduced alerts from 300 to 100

• Migrated 2PB of historical data

• Transitioned infrastructure from 275 
Indexers to 10 Devo Data Nodes and 10 
Search head to 1 Devo Meta Node

• Trained 300 users

• Translated 400 SPL queries with no loss of 
functionality

Figure 1.0 Devo Project Management and RACI 
 
 
DEVO PROJECT PHASES 
After the initial project planning, requirements, and audit phase, Devo will 
manage four separate, but concurrent workflows: 1.) Migrate all data, including 
deployment of required data parsers; 2.) Develop queries, dashboards, alerts, 
applications, and integrations with Devo; 3.) Migrate historical data; 4.) Educate 
and train your users. These workflows and processes follow an iterative 
and agile process. Your functional teams will provide necessary technical 
requirements, as well as validation and approvals at both interim and final 
milestones.  Finally, the Devo team will also prepare the test, pre-production, 
and production infrastructures, based on the deployment model chosen 
by your organization, i.e. Devo SaaS or a software-only deployment in your 
environment.

MIGRATE SOURCE DATA AND WORKFLOWS 
It is crucial to get a clear understanding of your data to be migrated. The upfront analysis and time spent on this step will help 
ensure success and eliminate downstream surprises or delays.

What we gather: In this phase, the Devo Professional Services team will scope all your data sources, both from your existing 
environment, as well as new data sources. Based on this information, they will develop an integration plan, including use cases, 
common queries, collection optimization, and validation. Devo will obtain your sources inventory and samples of your events to 
kick-off the sources migration.

TEST & VALIDATE AT EACH STEP TO THE FINAL ROLLOUT

GATHER
REQUIREMENTS 
& APPLY DEVO 

BEST PRACTICES

MIGRATE DATA 
SOURCES & 

WORKFLOWS

DEVELOP RULES,
QUERIES & 

DASHBOARDS

MIGRATE
HISTORICAL 

DATA

TRAIN ALL 
YOUR USERS 

DEVO PROJECT MANAGEMENT

Sources Integration

Use Cases 
Development

Training

Weekly Sprints & Functional Delivery

End-to-end Validation

Real-time Ingestion

Source Identification, Dashboards, Reports, Queries

Production Infrastructure 
Build Out 

REQUIREMENTS & ANALYSIS INFRASTRUCTURE INCREMENTAL DEVELOPMENT VALIDATIONPOC CONCLUSION

Client IT team provides
§ IT Services
§ Access
§ Infrastructure guidance

Client team provides
§ Source samples
§ Event structures
§ Analytics Inventory 
§ Use cases

Hands-on deck together
Devo + Client teams 
validate all use cases
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What is delivered: We will deliver a validated migration of all your data sources into Devo. Devo has more than 400 parsers built 
for most common technologies. For a typical deployment you can expect that most data sources will migrate directly, but a few 
sources may require some modification. Getting your sample data and use-case detail earlier in the process will help expedite 
the migration. Depending on the complexity of the source data, you can expect a new parser to be developed within a few hours 
to a few days. Parser development takes place in parallel and behind the scenes, using Devo best practices and tools.

Next Devo will develop the tagging structure for all your data, as this is the communication protocol that Devo uses to handle 
real-time data. For data sources that are not real time, the Professional Services team will normalize the source so it can 
be collected and analyzed in Devo, and then create the data structure and collection configuration that will optimize query 
performance.

 

 

 

Figure 3.0 Sources Integration Per Source

 
Once parsing and ingestion models are complete, we’ll document, test and deploy them. Event data is sent into the Devo 
platform in parallel with your old system, which will still be working during the migration process. We will validate the data, 
compare volumes received in Devo with volumes of data sent, search for specific events, and check the content structure.

 

 

Figure 4.0 Iterative Development for Each Source and Workflow 

 
DEVELOP ALERTS, QUERIES AND DASHBOARDS
This is the phase where your Devo log management solution starts to come to life. Together, we will transition your analytics, 
and end users will get hands on with the newly developed alerts, queries and dashboards. 

What we gather: The Devo Professional Services team will create an inventory of existing queries, alerts, dashboards, and any  
applications built in your prior log management solution, and will work with you to set overall goals for the new Devo solution. 
We will also gather the technical artifacts required for the conversion, including:

Format 
Normalization

Data 
Distribution

Parsing

Data 
Validation

For each source
Tagging

Detailed design & 
planning

Platform 
con�guration

Sources integration

Use case development

Data validation

Functional validation

End-user training Support

Detailed design

Service deployment

Service validation
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• Query definitions and formats
• XML definitions of all existing dashboards

The Devo Professional Services team will conduct a discovery workshop to audit your existing analytics and explore simpler 
ways of delivering analytics. Our goal is to change the way people think about their data, and help them solve problems in the 
most effective way, not necessarily  the way they did in the past. This audit phase is an exercise to ‘clean house.’ Customers 
may discover unused dashboard or queries that create unnecessary overhead and can be eliminated in the migration process. 
In addition, we’ll start training a core set of users on Devo visualizations. During that process we can uncover how Devo’s real-
time interactivity and ease of use can further eliminate static dashboards or apps. 

What we gather: Devo will deliver a complete functional migration of all alerts, queries, dashboards and external systems 
integrations through validation:

• Use case design and optimization: Detailed documentation of all use cases and how they will be handled in Devo, including 
alert definitions, mapping of Devo queries, and use of Devo widgets or joins.

• Mapping of data sources and use cases to Devo deliverables: Preliminary validation of the data mapping to Devo search 
panels and proposed visualizations.

• Alerts development: Devo will deliver alerts, and also show your team how to correlate events from multiple sources to create 
alerts.

• Query development: Devo will convert Splunk, SumoLogic and ELK query syntax to the equivalent Devo query.
• Advanced applications: Devo will deliver customized apps with aggregated data and high-performance queries, and will train 

your team on tips and tricks to optimize them, such as data correlations from different sources and interactions, and use of 
filters and navigation to source data or query.

• External systems integration: Devo will use Devo APIs to maintain desired integrations with systems such as ServiceNow, 
JIRA, and Demisto, along with data forwarding to systems including ArcSight and QRadar.

• Functional validation: Devo will complete a comprehensive validation of all of the above functions in the pre-production 
environment to ensure data integrity in applications and dashboards, and will generate test cases to raise alerts.

  
MIGRATE HISTORICAL LOG DATA (IF REQUIRED) 
Devo routinely works with customers to migrate their historical data. These cases are typically driven by compliance or data 
retention policies, or cases where they need to expedite data transition from an existing log management system due to license 
constraints or contractual concerns. We have experience working with customers to migrate their data from applications 
including SumoLogic, Splunk and ELK.

What we gather: Devo will work with your team to collect historical compressed data, such as Splunk journal files and Sumo 
data in AWS S3, and a count of events.

What we deliver: It takes approximately one week per PB to migrate historical data. In this phase, the Devo Professional 
Services team will provide mapping of the original source tag to the Devo tag, and will apply any custom rules. We will also 
validate the count of events by date and source, ensuring that all historical data has migrated over. In addition, the Devo 
Professional Services and Ops teams will work with your company’s internal network engineer to determine the best ways to 
forward data to Devo, aligned with your company’s security, compliance, and software-use policies. There are often multiple 
ways that data from a single source can be sent securely to Devo, and we aim to find the solution that works best within your 
company’s parameters. Because Devo scales natively and put no limits on data retention, you can import months of historical 
data and conduct valuable historical and evolutionary analysis from day one.

 
TRAIN YOUR USERS 
It is important to note that a core set of users will receive training throughout your migration lifecycle, including power users, 
end-users, report or content builders, and administrators. The Devo Professional Services and Training team will also deliver 
a tailored training plan for successfully onboarding all the desired organizations and teams to Devo. Please note that all Devo 
documentation and online training is available and accessible 24X7 to your organization.

© 2019 Devo. All rights reserved.



GUIDE

6

VALIDATION AND GO LIVE:
Once the migration process is complete, for a period of time there will be parallel operation of your old log management 
solution and Devo, which will be running in a staging or pre-production environment. Although validation checks occur 
throughout the migration process, there will be multiple levels of final validation and approvals to ensure functional and 
infrastructure readiness. Some key validation steps are:

• Cross-check data validation: Devo will validate the data with your old data sources, ensure that the ingest volumes are as 
expected, and compare events using the same information.

• Functional pre-validation: Devo will validate the data in the newly developed apps, check that the data is accessible in 
the Devo search, and ensure that interactions with various options, filters and custom functions are working correctly. 
To validate alerts, Devo will create events to verify that the alerts are dispatched correctly, and that false positives are 
eliminated.

 

What we gather: The Devo training team will meet with you to understand the full scope of the user-adoption requirements 
for your organization. We’ll scope the number of IT and business FTEs and role types, as well as the prioritization of teams 
by function, such as security and IT operations, and by region, such as off-shore teams. We’ll take into consideration any 
organizational re-alignments and risks identified by key stakeholders, and designate “train-the-trainer” individuals who can 
act as Devo ambassadors throughout your user onboarding.

What we deliver: The Devo Training team will deliver a customized training  plan which includes: 

• Access to all online training 
• Standard two-day course for end users
• Two-day advanced courses for Solution Architecture, Platform Administration, Data Analysis, and Application 

Development 

For complex or large-scale deployments, Devo can provide dedicated FTEs, or partners, who can be onsite in critical 
departments or regions. We also recognize that end users trained in Splunk query language or other tools will need to learn 
how to do the same tasks in Devo. To make this process easier, we provide specific training modules and “comparison how-
to” documentation. Figure 4.0 below shows a detailed breakdown of the modules available in Devo’s training courses. We 
encourage your team to explore the Devo documentation and start their training at any time in the migration journey. 

Figure 5.0 Devo Training Cours

Training Course 
- Certification - Audience Platform 

Architecture
Data

Collection Parsing Data 
Quality

Users/Roles
Admin

Data 
Analysis Graphics External 

Interface Alerts Application
Development

E-learning
Devo Foundations
(Pre-requisite)

All ü ü ü ü ü ü ü

Advanced Users

System 
Administrators
Advanced 
Users

ü ü ü ü ü ü ü

Platform 
Administration

Domain
Administrators ü ü ü ü ü ü

End User End Users ü ü ü ü ü ü

© 2019 Devo. All rights reserved.



DS_0619_V8DS_0619_V8

GUIDE

7 7

After this test period of parallel operation, Devo is moved into production, replacing your legacy system.

 

 

Figure 6.0 Final Rollout, Staging and Validation

ENSURING LONG-TERM SUCCESS
The Devo Professional Services and Operations organizations are committed to your long-term success, well past the 
migration. We’ll manage the technical process, and also be a resource to your entire organization. In just a few weeks, your 
organization will be freed from the compromises of your legacy platform, unleashing the value of all your machine data and 
achieving levels of performance that were previously unattainable.

HELPFUL RESOURCES
Devo Documentation

Devo Support and Training Resources

Online training access

Devo Supported Technologies

Rollout (PRE)

Functional Validation (PRE)

Parallel Rollout (PRO) Final Validation (PRO)

Decommission Parallel Ops

What we work on
- Comparison tests
- Data flows
- Alert verification
- Gather final validation approvals
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www.devo.com
Devo unlocks the full value of machine data for the world’s most instrumented enterprises, putting more data to work 
now. Only the Devo data analytics platform addresses both the explosion in volume of machine data and the new, 
crushing demands of algorithms and automation, enabling enterprises to realize the full transformational promise of 
machine data to move the business forward. Visit www.devo.com to learn more.

Learn more about Devo solutions at devo.com
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