
HARNESSING THE POWER 
OF MACHINE DATA IN THE 
INSTRUMENTED ENTERPRISE
Turning logs and metrics into business value at scale 



INTRODUCTION
Machine data is data created by your digital business—applications, IT infrastructure, cloud 
environments, embedded systems, sensors, IoT devices, and more. The universe of data—which IDC1 
estimates to be greater that 16 zettabytes, expanding at a rate of more than 10% a year—has been 
primed for growth by digital transformation. 

Over the past decade, leading companies have been successful at turning machine data into operational intelligence for 
IT. This success has sparked a race to instrument every aspect of the modern business and leveraging machine data to 
help the entire business, not just IT.  

According to Enterprise Strategy Group2, “Data continues to proliferate across the 
enterprise, especially operational data generated, not just from disparate machines, 
infrastructures, and data centers, but from applications, end-users, and devices.” 

Many enterprises have moved quickly to understand and evaluate their data assets using enterprise log management 
(ELM) as a primary tool to turn machine data into insight and gain operational intelligence into the state of their business. 
However, approaches based on legacy ELM solutions are not keeping pace with the rapid growth of machine data created 
by increased instrumentation, and the increased demands for access to it.

1 Reinsel, David; Gantz, John; Rydning, John.Data Age 2025: The Evolution of Data to Life-Critical IDC White Paper © 2017 IDC. www.idc.com
2 Leone, Mike; Matuson, Leah. “Gaining Operational Insight with a Data Analytics Platform.” November 2018 1
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163ZB
1 ZETTABYTE = 1 TRILLION BYTES

More than 10x the amount of data generated in 2016

IDC forecasts that by 2025 the global datasphere will grow to

2

Harnessing The Power Of Machine Data In The Instrumented Enterprise   |   EBOOK



CIOs and CTOs are well aware of the need to collect, analyze and act on the insights gleaned from their organization’s 
machine data. With the enterprise-wide visibility provided by machine data and analytics, CIOs have the opportunity to 
evolve beyond the role of technology advisors to become purveyors of information for business insight.

Shifting IT from “keeping the lights on” to using technology to create value at every stage requires CIOs and CTOs who 
understand the underlying technology matters. 

ELM is the core building block of this process, enabling teams to identify and improve 
a company’s security posture or track and monitor the application and infrastructure 
business systems’ rely on. 

Let’s return to the idea that IT is about information and insight, not just technology.
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SECURING AND ACCELERATING DIGITAL TRANSFORMATION DEMANDS A NEW APPROACH:

The instrumented enterprise needs to gain a unified view 
of all machine data without falling into the growing 

value gap caused by exponential data growth and the 
inability to extract value from that data. 
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HOW TO ARRIVE AT FULL, CROSS-ORGANIZATION VISIBILITY 
WITH SCALABLE MACHINE DATA ANALYTICS 
Modern application architectures are dynamic and highly distributed across public and private cloud, 
and on-premises infrastructures. Operations teams are challenged with maintaining the security, 
availability and performance of their IT infrastructure, applications and the business services that rely 
on such rapidly changing IT environments. 

A fundamental and growing problem is the increased complexity of these systems; the 
volume, velocity, and variety of data needed to understand them; and the breadth of 
operational teams that require access to it. 

Visibility into these complex environments—and access to the raw machine data, at any time—is more important than 
ever. Especially critical for those in security operations, IT operations, and applications/customer experience is the need 
for a single platform that provides visibility across a single, integrated dataset is growing. 

Companies across every industry are leveraging Devo for IT Ops, SecOps, and customer experience initiatives. Keep 
reading to learn how our customers in the retail, national sports, finance, and telecom spaces have taken advantage of 
machine data, using real-life stories that illustrate enterprise log management’s capabilities to identify the relationships 
among business impact, IT performance, and cybersecurity.

3 Leone, Mike; Matuson, Leah. “Gaining Operational Insight with a Data Analytics Platform.” November 2018 5
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Percentage of IT professionals that said that 
their organization’s IT environment was more 
or significantly more complex than it was two 
years ago according to ESG research.3

Percentage of organizations believing higher 
data volumes are responsible for the added IT 
complexity according to ESG research.3 68% 41%

In addition to volume, as workloads and apps move to the cloud, 
where data lives becomes increasingly important. 

We live in a multi-cloud, hybrid world and enterprise log management platforms need to 

assemble all “digital exhaust” into a unified view, available across multiple clouds, and, 

depending on compliance requirements, also on-premises.
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PROBLE M

The business’ silo’d IT department operated with line of business 

control over application infrastructure, troubleshooting, and collecting 

and analyzing any data that could have an impact on the application 

environment. However, due to silos of control with applications owned 

and operated inside lines of business, the truth in the data was hidden 

within silos, leaving an incomplete picture of data with which to make 

business decisions. 

SOLUTION

Working with Devo, the company is moving large applications in their 

own data centers and hardware to cloud services, which will deliver 

broad visibility into the company’s data to make better-informed 

business decisions. Specifically, one business unit will leverage 

logging as a service, which will enable it to compliantly log its data, 

view application activity, troubleshoot, and use the data to improve 

user experience. There’s also a strong security benefit to this structure 

—Devo’s multitenancy, providing the customer with the operational 

and cost savings of this centralized model puts IT in the driver’s seat, 

enabling IT to provide each business unit with its own application 

environment wherever they want with built-in monitoring, security 

and machine data out of the box. It also gives users granular visibility 

into applications based on their role, adding a layer of security for 

customer data as well as the ability to do proactive marketing to serve 

up relevant ads and content.

MOVING CRITICAL APPLICATIONS 
TO THE CLOUD
One of the world’s largest telcos―and a Big 4 
in the US―is in the midst of an IT shift from a 
CapEx model to an OpEx model. The telecom is 
working with Devo to optimize its infrastructure 
for a digital world. The company needed to 
shift more than three thousand applications 
to the cloud in less than two years while also 
tackling cultural changes within the organization 
necessitated by the structural overhaul.
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FINANCIAL SERVICES/BANKING 
The financial services industry is under constant pressure from customers to deliver seamless digital 
banking experiences. Yet, in this industry, the hurdles needed to collect, analyze and act on machine 
data at scale are coupled with regulatory requirements that can challenge a faster rate of development 
and innovation.

In the following use cases, these financial services institutions—among the largest in the world—have used Devo  
to break down silos to increase visibility and to achieve greater application performance, creating a more positive  
customer experience.

5.2 
 ZB

1.4 
 ZB

IDC estimates that in 
2025, the amount of the 
global datasphere subject 
to data analysis will grow 
by a factor of

The amount of 
analyzed data that is 

"touched" by cognitive 
systems will grow by a 
factor of50 to 100 to
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IMPROVING APPLICATION 
PERFORMANCE
This multinational financial services customer 
worked with Devo to broadly improve its 
application performance by moving away from 
its legacy applications. Banking is increasingly 
becoming more digital due to customer demand 
for online, self-service portals, yet this demand 
is at odds with the realities of collecting and 
securing sensitive customer data, not to mention 
maintaining performance standards. 

PROBLE M

Most banking applications today are not entirely self-service; they 

require live customer support in the event of a performance issue. Yet, 

as a result of the customer’s legacy, on-premises application footprint, 

transactions can slow down and reduce overall customer satisfaction. 

SOLUTION

Devo is charged with consolidating dozens of application performance 

monitoring tools as the firm moves countless legacy applications 

to a digital model. In addition to the technology challenge the log 

management collection and analysis requires, the bank must undergo 

a tremendous culture shift towards self-service, digital models that 

must be monitored and used to create positive customer experiences. 
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among employees by sharing data across any and all 
subsystems, and reflects a culture change that will 
simplify collaboration and improve efficiency.

Specifically, the customer works with Devo to cut down 
operational silos that exist between security, fraud, and 
applications and services, putting employees into one 
physical Center of Excellence to use data intelligently 
across the globe.

CENTER OF EXCELLENCE FOR 
DIGITAL EXPERIENCE
In addition to customer demand for digitized 
self-service, the banking industry also faces 
a challenge due to the distributed, disparate 
nature of operations. Logging, security systems, 
and various tools are all separate, leading to an 
inability to surface a single point of truth when 
an issue arises. 

With Devo, this top 10 multinational financial services 
company has embarked on a review of how it captures, 
analyzes, and uses data to begin a shift to a Center of 
Excellence model. This model will improve interaction 

INSOURCING SECURITY 
OPERATIONS
As an investment bank with a small security 
operations team ingesting just under a terabyte 
of data per day had been using an MSSP to 
help manage its environment from a security 
detection and remediation perspective. 

Yet, due to the security savvy of the CISO and team, 
they knew the MSSP would be unable to fully grasp the 
data and its importance to the business. In addition, 
the business leveraged a competitor prior to migrating 
to Devo; the competitor was unable to deliver on key 
metrics and caused issues with licensing, operational 
and maintenance price, cost constraints on the amount 
of data ingested per day, ease of use, and the need to 
deploy scarce security resources away from critical tasks 
such as threat hunting. The customer’s team is small but 
mighty and has a thorough understanding of how to use 
the insights developed from their data, but when cost 
constraints and operational constraints prevented them 
from doing more with their data, it became clear that Devo 
was the right choice.
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As one of the largest retailers of athletic gear in the world, this customer not only generates terabytes 
of data each day, it struggled to centralize its data and gain visibility across the enterprise when 
working with a Devo competitor who was unable to provide full data visibility within cost constraints. 

These issues—data visibility, total cost of ownership, and security—required Devo to quickly build an economical, custom 
dashboard-style system designed to ingest data at tremendously high rates. Devo dashboards and visualizations are easy 
to build on the fly using a drag-and-drop model because the platform ensures access and visibility to all the organization’s 
data. More sophisticated users can also use LINQ to build queries that underlie the custom dashboards.

Account tracking of customer activity was severely limited by the old system’s inability to provide visibility across 
customer actions. Devo solved this problem with ease by building a single, intuitive dashboard with approximately 50 
panels that allows the analyst to view the comprehensive details of a user including their credentials, assets owned, 
location, systems accessed, history and other activity inside the company so vital information is available to make 
decisions in real time. The performance and speed of Devo made it possible for this dashboard to be fully utilized, which 
was not possible in the previous system.

VISIBILITY ACROSS 140+ DATA SOURCES
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REDUCING SECURITY RISKS
This system enabled the customer to process 
events without any delays, even during busy 
periods such as product launches, by eliminating 
overlapping and unnecessary data sources; 
turning logging on for devices that were 
previously impossible to turn on due to cost and 
administrative constraints; and reducing the time 
needed for data configuration and administration 
of the system. 

Devo met and exceeded these goals by migrating to the 
solution ahead of the competitor’s subscription expiration. 
Further, it enabled the customer to threat hunt and stop a 
bot issue that impacted inventory and check-out services 
for users. Working with Devo, the customer was able 
to capture real-time data to understand the source and 
scope of the fraud, then resolve the issue before it could 
seriously hinder business metrics.  

By 2025, almost 90% of all data created in the global datasphere 
will require some level of security... 

...but less than half will actually be secured.
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MACHINE DATA, THE INSTRUMENTED ENTERPRISE AND ELM:  
KNOW YOUR OUTCOMES AND ACT  
From the CIO’s perspective, machine data should represent a blend of intelligence and business 
currency to inform the business’s move from using technology purely as a source of infrastructure to 
the ideal: a source of information the instrumented enterprise can use as a differentiator. 

Prior to the focus on digital transformation and improved customer experiences, arriving at a single source of truth meant 
historical data was a mainstay. Today, real-time streaming data, combined with analytical insights from historical data, is 
mission-critical. In fact, according to Gartner’s annual survey for the data integration tools market,4 “47% of organizations 
reported they need streaming data to build a digital business platform, yet only 12% of those organizations reported they 
currently integrate streaming data for their data and analytics requirements.”

Clearly, customer-obsessed enterprises need to address these challenges and 
operationalize machine data. This means translating the value of all data, in real time, 
into positive and secure experiences for end users across every touchpoint of  
the business. 

Embarking on this mission with traditional log management solutions or data warehouses leads to isolated data silos, 
tool sprawl, and groups each depending on their own, silo’d analytic tool.  

40%

Percentage of global devices and connections 
in 2019 that will be machine-to-machine, 

according to a Cisco estimate.

4 Leone, Mike; Matuson, Leah. “Gaining Operational Insight with a Data Analytics Platform.” November 2018 13
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Devo customers have instrumented their enterprises to take a different approach. 
These leading companies adopted Devo because its architecture requires no 
compromises and does not require forced choices. 

Devo is a modern, unified cloud-based enterprise log management solution that delivers scale and flexibility, as well 
as visibility across all data—historical and real-time—to ensure control and security. Devo also offers domain-specific 
applications for security, IT operations, and data science that leverage a single, global data set to provide operations 
teams the insight they need for action.

Visit the following resources for continuing education on using enterprise log management for machine data and its 
necessity for business context. 

Learn why data silos are bad for business, why enterprise log management is critical for business intelligence, follow the 
roadmap to value creation, and more information from Devo.

By 2025, more than a 
quarter of data created in 
the global datasphere will 

be real time in nature
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ABOUT DEVO

Devo Technology is the data engine behind today’s digitally-driven enterprises, helping organizations maximize the economic and operational value of their machine data. The Devo Data Operations Platform delivers real-time analytics on streaming 
and historical data to turn machine data into actions that help enterprises achieve sustained performance and growth. By collecting, enhancing and analyzing machine data, Devo provides business-driving insights for IT, security, and business 
teams at the world’s largest organizations. For more information visit www.devo.com
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